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BOKUdrive — Sync and Share Online Storage

At https://drive.boku.ac.at members of the University of Natural Resources and Life Sciences have
access to a modern Sync and Share online storage facility. The data of this online storage are stored
on servers and in data centers of the University of Natural Resources and Life Sciences. The solution
is technically based on the free software "Seafile".

Users can access their data via a web interface or synchronize via desktop and mobile clients.
Seafile offers similar features to popular online services such as Dropbox and Google Drive.

The main difference is that Seafile can be installed as open source software on its own servers and
its data is stored completely on servers and in data centers of the University of Natural Resources
and Life Sciences.

Target group of the documentatior BOKU staff, BOKU students

Please send inquiries: BOKU-IT Hotline boku-it@boku.ac.at
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1 What is BOKUdrive ?

BOKUdrive is a Sync and Share online storage whose data is completely stored on servers and in
data centers of the University of Natural Resources and Life Sciences.

The solution is technically based on the free software "Seafile".

Seadfile is an open source cloud storage software - for storing data in your own private cloud and for
synchronizing and exchanging or sharing this data as known from proprietary services like Dropbox
or Google Drive.

The main difference is that Seafile can be installed as open source software on its own servers and
its data is stored completely on servers and in data centers of the University of Natural Resources
and Life Sciences.

BOKUdrive offers client-side end-to-end encryption. You can create encrypted libraries using this
feature. Accordingly, it can be used to store sensitive data and sensitive research data.

A collection of folders is called a library in Seafile. Each library can (but does not have to) be
synchronized separately. Libraries can be password protected by the user. The password is not
stored on the server. This means that not even an administrator can view the files in a password-
protected library.

BOKUdrive users can create groups where files can be shared or synchronized. There is also a Wiki
and a discussion area. So teams can easily collaborate and exchange information.

You can use BOKUdrive directly via the web interface hitps://drive.boku.ac.at/ and/or install one of
the Seafile Clients on your work and mobile devices. In addition, WebDAYV is available as access
method.

The possibility to edit Microsoft Office documents together and online at the same time completes
the functional range.

Users currently have 20GB available. If this is not enough, this storage space can be expanded with
COUCHSstore assets (see point 5.4. on page 11).
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2 BOKUdrive: First steps

¢ All BOKU members can use BOKUdrive directly, a separate activation by the respective
institute's IT manager is not necessary.

e Log in with your usual BOKU access data in the web interface of BOKUdrive:
https://drive.boku.ac.at/

e If you only want to share files with someone occasionally or provide storage space for
uploading, the web interface is all you need.

¢ You download and install either the Desktop Client or the Seadrive Client if:

2.1 Seadrive Client vs. Desktop Syncing Client
Desktop Syncing Client

You want to edit files in one or more folders regularly on different computers and keep them in sync
locally on the devices.

You want to share one or more folders with colleagues in a workgroup. Changed content should
automatically be available locally to all people in a group without the need to manually download and
upload files all the time

Seadrive Client

You want to have access to the files and folders as you are used to from a network drive, but you do
not need a local copy or access to the files when you are offline.
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2.2 Installation of the Desktop Syncing Client
On the following page you will find the Desktop Syncing Clients for different operating systems:

e https://www.seafile.com/en/download/

Seafile Features Solutions  Pricing  Download Support ~  Contact

Desktop Syncing Clients

Client for Windows Client for Mac
Runs on 7/8/10 I} Runs on Mac OS X 10.7 or above
6.1.3 6.1.3
Changelog ChangelLog
Client for Linux Terminal Client
Runs on Ubuntu/Debian/Fedora Runs on Ubuntu/Debian/Fedora
Please follow this document Please follow this document
Changelog Changelog

Figure 1

Select a location for the default folder of BOKUdrive:

4 Seafile Initialisierung

¥ o«

Einen Seafile-Ordner auswahlen

Bitte wahlen Sie einen Ort, an dem der Standard-Ordner von Seafile
erstellt werden soll. Wenn Sie kinftig Bibliotheken herunterladen, ist
dieser Seafile-Ordner als Ziel vorausgewahlt.

|C:ﬂ..lsers,|fmmusterm | Auswahlen ...

Abbrechen

Illustration 2
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As server name please enter the following (the protocol https is important!):

e https://drive.boku.ac.at

For username and password please enter your usual BOKU access data.

Konto hinzufiigen X

Server: | https: f/drive.boku.ac.at hd |

Zum Beispiel: https://seacloud.cc

E-Mail / Benutzername: |mmusterrn |

Passwort: |ooooooooooooooooo |

Rechnername: |Mushermanns Desktop |

z.B. Freyas Laptop

Single Sign On Anmelden Abbrechen

Illustration 3

You should answer 'Yes' to the following question if you want a local copy of your default library to
be created and automatically synchronized:

Standardbibliothek herunterladen *

Seafile organisiert Dateien in Bibliotheken.
Machten Sie lhre Standardbibliothek
herunterladen?

e

Illustration 4

If you skip this step, no data will be synchronized. However, you can set up synchronization for each
library at any time.
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In the Seafile main window, you can activate or deactivate synchronization to the local PC for each
library separately at any time, even at a later date:

8 GroupWise-Archiv

ror & Stunden

Brieftauben-Projekt

o
B Herunterladen und synchronisieren
ke iddhy Im Webbrowser ansehen %
rar 2 Tager Im Seafile-Dateibrowser ansehen
ATy LRI BT s Ta o L Freigeben fir Mutzer/in

Freigeben fir Gruppe

Details

Illustration 5

At hitps://drive.boku.ac.at/help you will find further step-by-step instructions.

Since the Desktop Syncing Client allows you to synchronize server data locally to your device, you
may need to take appropriate measures, as with other data stored locally on your device, to
prevent unauthorized access to the data, for example, by using encryption software (e.g., BitLocker
on Windows or FileVault on macOS) if the device is lost.
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3 Shares, links and groups

3.1 Download and Upload Links

You have the possibility to create links for libraries, folders or files which allow downloads and
uploads for all - also BOKU external - people who know the link. Optionally, these links can also be
password protected.

See also: https://help.seafile.com/sharing collaboration/sharing files_and_folders/

Note: Creating links is only possible with unencrypted libraries!

 Brieftauben-Projekt ﬂ [+ 4304 KB

& Handy Foto-Upload 34,0 MB
& Mein Wiki 1.7 KB
= Meine Bibliothek 2.4 GB

Brieftauben-Projekt freigeben

Download-Link Link auf Webansicht mit Download-Méglichkeit:
https://drive_boku_ac_at/d/5de1bfad8d i

Upload-Link

Freigabe fir Benutzer/in Senden | Loschen

Freigabe fiir Gruppe

Brieftauben-Projekt freigeben

Download-Link Sie kdnnen diesen Upload-Link an andere weitergeben.

Alle, die Uber diesen Link verfligen, kinnen Dateien in den Ordner hochladen.
Upload-Link

WL ELRN lhttps://drive_boku_ac_at/u/d/a7445487
Freigabe filr Benutzer/in

Freigabe fir Gruppe Senden | Loschen

Illustration 6
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3.2 Approvals

You have the possibility to share libraries or folders with other BOKUdrive users or groups and to
specify whether this sharing should be "read only" or "read and write". (Sharing is only possible with
unencrypted libraries! )

See also: https://help.seafile.com/sharing collaboration/sharing files and folders/

If you are not satisfied with the upload and download links described in section 3.1when working
with external contributors, you can also share your work with external contributors by "inviting" them
with your external e-mail address as described in section 8.3 "Inviting external contributors”. With
this invitation, a BOKUdrive account can be registered automatically. After that, nothing stands in
the way of a collaboration with external contributors.

It is also possible to have a function account created by the IT managers of your organizational unit,
which you can then make available to your project partners.

) Brieftauben-Projekt S [+ 4304 KB

\ Handy Fote-Upload 34.0 MB
L Mein Wiki 1,7 KB
! Meine Bibliothek 2.4 GB

Brieftauben-Projekt freigeben

Download-Link

Upload-Link

Freigabe fir Benutzer/in faar W Fermann

Freigabe fir Gruppe

| Lesen + Schreiben v | | Speichern

ermann@boku_ac.at

Illustration 7

3.3 Groups

Creating groups is an easy way to share data with a selected number of BOKUdrive users.

Each group has a group admin, who can appoint several additional group admins or transfer the
ownership of the group to someone else.

Group admins can add new members or remove members.

Siehe dazu auch: _https://help.seafile.com/sharing collaboration/groups _managing
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4 What do | have to pay attention to?

e The folder or library to be synchronized must be on a local hard disk and NOT on a network
drive for synchronization to work.

o Data is protected by double replication, file versioning and snapshot functionality, so no
additional backup is available by default. If you would like to have additional backups of
libraries, please contact the BOKU-IT hotline (boku-it@boku.ac.at ).

¢ If you decide to install the Seadrive client under Windows (not to be confused with Desktop
Syncing Client!), your BOKUdrive library will be mounted like a network drive.

o By default, the drive letter S: is used here, so the OES drive S: (\Serversoft) would
then no longer be accessible. In this case, please select a different drive letter in the
Seadrive Client settings.

o On notebooks without a permanent Internet connection, Seadrive Client will often
display error messages that the server is not accessible. Using Seadrive Client is
usually less useful here, the Desktop Syncing Client is recommended.

e The access via WebDAYV is done via https://drive.boku.ac.at/webdav. For authentication,
please use your standard mail address instead of your BOKUonline login name.

e Files and folders from encrypted libraries can NOT be shared, furthermore these libraries can
NOT be accessed via WebDAV

e The maximum file size when uploading or the maximum download size per folder via web
interface is currently 15 GB.

e To ensure data security, when you delete a library on the Web interface, the data on your
computer is not deleted, but simply no longer synchronized. The same applies vice versa.

o When you delete a library that you've shared with someone, you only remove your share
from that library; the library and the data itself are not deleted.

e Only the owner of a library or folder can perform sharing actions. It is not possible for users
who can only gain access through a share to share.

e If you create a download or upload link and rename the shared object, the link becomes
invalid.

¢ If a shared folder is renamed via Seafile, the share remains the same.

e Changes of your standard e-mail address will result in new rights in BOKUdrive - in such
cases please contact the BOKU-IT hotline (boku-it@boku.ac.at)

BOKUdrive — Sync and Share Online Storage 10(22)


mailto:boku-it@boku.ac.at
mailto:boku-it@boku.ac.at

BOKU-IT

5 Features (selection)

5.1 Encryption

BOKUdrive offers client-side end-to-end encryption. You can create encrypted libraries using this
feature. The contents of files in the encrypted libraries are encrypted on the client side. The password
for encryption is not transmitted to the server. This prevents even administrators of the server from
accessing the contents of your file.

Siehe auch: https://drive.boku.ac.at/help/encrypted libraries/

5.2 File versioning, snapshots

Within 30 days it is possible to access or restore old versions and files/directories deleted in the
period. With the snapshot functionality you can reset an entire library to an older version.

5.3 Seadrive Client vs. Desktop Syncing Client

Desktop Syncing Client

You want to edit files in one or more folders regularly on different computers and keep them in sync
locally on the devices.

You want to share one or more folders with colleagues in a workgroup. Changed content should
automatically be available locally to everyone in a group without the need to manually download and
upload files all the time

Seadrive Client

You want to have access to the files and directories as you are used to from a network drive, but
you do not need a local copy or access to the files when you are offline.

5.4 Extension with COUCHstore Assets possible

If you need more space than the standard quota you can expand the available storage space with
COUCHSstore assets. See our service pages at https://short.boku.ac.at/it-couchstore.

6 Application scenarios

e Backup or synchronization of your GroupWise archive

e Easy synchronization of files that a user wants to access quickly and from any location from
different devices (desktop, tablet, cell phone) (Mobile Sync & Share "My Documents")

e Storage and retrieval of files for all common operating systems (Windows, Mac OS, Linux,
i0OS, Android)

e Collaborative work (teamwork) of several users, or project-based collaboration of a spatially
distributed team (project and group drive)
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shared, simultaneous online editing of Microsoft Office documents

Collaboration with large datasets through the extension with COUCHSstore assets

Data storage as well as backup of important files in case of missing backup possibilities
(network drive and storage)

Cross-platform access via web browser and WebDAV

Alternative for sending large e-mail attachments as well as USB sticks, CDs, DVDs, Blu-rays
and external hard drives

7 Differences between BOKUdrive and FiLR

In the following some differences to the already existing FIiLR solution:

The data is NOT stored on Open Enterprise servers and is therefore not available via OES
client.

End to end encryption

Versioning, Snapshots

File Locking

Seadrive Client

Linux GUI and Terminal Client

Cross Platform File Syncing

Delta Sync - Only differences are transferred, especially useful for large files

Extension with COUCHSstore Assets possible

The data is protected by double replication, versioning and snapshots, so no classic backup
is made by default

BOKUdrive — Sync and Share Online Storage 12(22)
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8 Appendix: Step-by-Step Instructions

8.1 Backup or synchronization of your GroupWise archive

You can use BOKUdrive to create a backup of your GroupWise archive. Due to the versioning and
shapshot functionality of BOKUdrive, the data is protected against cryptotrojan or similar attacks and
is also available on other computers due to the synchronization functionality.

Requirements:

¢ GroupWise archive, see also hitps://short.boku.ac.at/kgxrp
¢ Installed Desktop Syncing Client
e no automatic archiving activated

To make a backup of your GroupWise archive via BOKUdrive, proceed as follows:

1. Determine the location of your GroupWise archive on your local hard drive by selecting the
File Locations tab in your GroupWise client under Tools -> Options -> Environment - in our
example, this is D:\DATEN\BOKU\gwarchiv :

Environment
Reply Format Editors Viewers Signature Appearance
General Views File Location Cleanup Default Actions
Archive directory:
DADATEN\BO KU \gwarchiv] | |
ustom views:
C:\Program Files (86} \Movel"GroupWise', |

Figure 8GroupWise archive location

2. Start the Seafile Desktop Syncing Client or open the main window (either by right-clicking on
the tray icon and choosing "Main Window" or by double-clicking the program shortcut that is
on your desktop by default)
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3. Select the "Select Folder" item and, in the selection window that appears, navigate to the
location of your GroupWise archive that you determined in step 1 (Figure 9) - in our example,
D:/DATA/BOKU/gwarchiv :

Seafile - %
@ Max Mustermann
2 L )

Letzte Anderungen

= Offentliche Bibliothek

Meine Bibliotheken
Fir meine Abteilung

Fir mich freigegeben

m

Flir meine Gruppen

Synchronisierte Bibliotheken

1

Ordner wahlen oder ablegen

Bitte einen Ordner zum Synchronisieren auswahlen

@Q-| .« DATEN » BOKU »

Organisieren - Meuer Ordner
-
- Favoriten Mame
Bl Desktop . gwarchiv

4. Downloads

= Zuletzt besucht

Figure 910Navigating to the GroupWise Archive Location

BOKUdrive — Sync and Share Online Storage 14(22)



BOKU-IT

4. The Desktop Syncing client now asks you to create a library in which the backup of the
GroupWise archive should be saved to BOKUdrive in the future - we choose a meaningful
name without spaces or special characters. We have the additional option to create this
library encrypted - after the GroupWise archive is already encrypted we do not need to do
this step:

D: /DATEN,BOKU fawarchiv

gru:-up'.-\'iseardﬁiﬂ

[ werschiosselt

Passwort:

Passwort wiederholen:

Figure 11Creating a library

After you confirm the dialog with "OK" the Desktop Syncing Client starts to synchronize your data.

This may take some time, depending on the size of your GroupWise archive and your Internet
connection.

You can follow the progress in the main window of the Desktop Syncing Client - if you see a green

cloud with a check mark, ﬁ'the synchronization is complete.

You have now created a full backup of your GroupWise archive. The Desktop Syncing client will
automatically ensure that any changes to your GroupWise archive are synchronized immediately -
meaning that any item you put in the archive will be backed up and available to other computers
shortly thereafter.

In the next step we will show you how you can now access the backup you have just created with
other computers.
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To access a GroupWise archive synchronized via BOKUdrive on another computer, proceed as
follows:

IMPORTANT: The prerequisite is that you can create the same directory structure on this computer
as on the source computer of the GroupWise archive - i.e. in our example we need to be able to
create a directory D: /DATA/BOKU/gwarchiv on the "new" computer as well. This is necessary
because the GroupWise client stores the location for the GroupWise archive on the server side and
therefore it is the same for all GroupWise clients.

If you change the location of your GroupWise archive in the GroupWise client, the change
affects ALL GroupWise clients that you use.

Please exit GroupWise on the computer on which you are performing the following steps and
do not restart GroupWise on that computer until synchronization is complete. In the
meantime, you can use GroupWise on other computers without any problems.

1. Following our example, we will create the same folder structure on the machine where we
want to access the GroupWise archive as on the source machine:

. ! . DADATEMNBOKL

Organifieren = In Bibliothek aufnehmen Freigeben fir - Meuer Ordner
A Fadoriten Mame Anderungsdatum Typ
B Qesktop . gwarchiv 10.10.2017 14:36 Dateiordner

4 Qownloads

Auletzt besucht

1 Bibliotheken

Figure 12Creation of identical folder structure
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2. In the Desktop Syncing Client main window, we right-click on the GroupWise archive library
"groupwisearchiv" and select the item "View in Seafile File Browser", see Figure 13:

groupwisearchiv
Herunterladen und synchronisieren

h VT

Im Seafile-Dateibrowser ansehen

Ordﬂerwéhlen 1:“:1%- Elblr':g-,rl w_ Fre|geben Tur Mutzer/in

*. Freigeben fir Gruppe

Details

Figure 13Displaying the library in the Seafile file browser

3. In the Seafile File Browser you should now see a folder with a name in the form of< xyz>
arc, where < xyz> is an individual 3 digit ID.
We select this folder with the right mouse button and from the appearing context menu the
item "Synchronize this folder", see Figure 14:

Seafile-Datell

groupwisearchiv

e G Gkl ae

_ ofxyzarc
Speichern unter ... Alt+5

Seafile Download-Link erstellen Alt+G
Internen Link erstellen Alt+E

Freigeben fur Mutzer/in

Freigeben fir Gruppe

Ausschneiden Ctrl+X
Kopieren Ctrl+C
Umbenennen Alt+R

CoECITer

Diesen Ordner synchronisieren

Figure 1415Selecting a folder for synchronization
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4. A dialog appears in which we specify the folder created in step 1 as the target of the
synchronization by selecting the created folder with the button "select" and confirming this
selection with "Select folder":

ofxyzarc  wird synchronisiert ﬁ

ofxyzarc

Ordner hier als neuen Unterordner erstellen:

Ci/Usersixyz/Seafile auswahlen ...

oder

[ 0K J [ Abbrechen

[llustration 16

Bitte wahlen Sie einen Ordner
@" o[ 1 « DATEN » BOKU » + [ 3 | [ BOKU durchsuchen 0
Organisieren « Meuer Ordner 1= - @
¥ Favoriten Jar Marme Anderungsdaturmn Typ
Bl Desktop . gwarchiv 10.10.2017 14:36 Dateiordner
& Downloads
5 Zuletzt besucht

[llustration 17
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5. Following our example, after clicking on "Select Folder", a dialog like the one shown in Figure
9 should appear. The correctly selected folder is important to create the exact same folder
structure as on the source computer.

ofxyzarc  wird synchronisiert |23

ofxyzarc

Ordner hier als neuen Unterordner erstellen:

D:/DATEM/BOKL fgwarchiv| auswahlen ...

oder

CK Abbrechen

Figure 18Synchronize folders
6. After you have confirmed with OK you can watch the synchronization process in the main

window of the Syncing Client. Again, if you see ﬁ'a green cloud with a check mark, the
synchronization is complete.

7. If everything worked fine, there should now be a folder ofxyzarc with your GroupWise
archive data in the directory D: /DATA/BOKU/gwarchiv.

You can now open your GroupWise client on this computer and use it to access your archive as
usual.

In fact, thanks to the synchronization that has been set up, it is now irrelevant on which computer
you carry out the archiving - that is, you can archive in the office and at home, for example, and both
computers will each have access to the complete archive.

However, simultaneous archiving on two different computers or the use of automatic
archiving is not recommended.

While you are archiving to one machine, do not use the GroupWise client on any of the
additional synchronized machines to avoid compromising the integrity of your archive.
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8.2 Shared, simultaneous online editing of Microsoft Office documents

With BOKUdrive you have the possibility to edit Microsoft Office documents online together with
other BOKUdrive users.

Microsoft Word, Excel and PowerPoint documents are supported. OpenDocument formats are only
available as a preview, shared editing of OneNote notebooks is not supported.

To edit a document together online, you only have to create, upload or synchronize a supported
document directly in BOKUdrive in an unencrypted library and open the respective editor by clicking
on the document.

P/ [ o fileftestdocx % | 4

@ https://drive.boku.ac. at/lib/3e2102ea-e582-4ca8-a047-321 5ae67fa36/file/test. docx e Y, Suchen wBa 9 3 4

NE Word Online test - Gespeichert

DATE! START ~ EINFUGEN  SEITENLAYOUT  UBERPRUFEN  ANSICHT  Q

e
Ao - C AT A =
o D ol Rkopen 20 | A A | R | paBbce | AsBbce AaBbC AaBbCc AaBbCc — ° SUeren

Noma | Koinloom.. Uborsciitt Oberschit2 Oberschit b Ersetzen

o Einfigen F K U abk x, xa/- A~
+ Format dbertragen g o—

Rilckgingig Zwischenablage Schrifart Absatz I Formatvoriagen s Bearbeiten

e online
* editieren

Figure 19Microsoft Word document in online view

You can see where other users are working on the document simultaneously.

The document is automatically saved in BOKUdrive during the editing process, so there is no need
for a "Save" function in that sense.

The functional range of Microsoft Word, Excel, PowerPoint Online is limited compared to the installed
versions.

After some time of inactivity, the session is automatically terminated, you may have to reopen the
file. Data will not be lost, because the file is saved automatically.
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8.3 Inviting external contributors

If you are not satisfied with the upload and download links described in section 3.1 when working
with external contributors, releases can also be made to external contributors by "inviting" them with
your external e-mail address. With this invitation, a BOKUdrive account can be registered
automatically. After that, nothing stands in the way of a collaboration with external contributors.

To invite external contributors, select "Invite users" from the left sidebar (step 1) and then the button
"Invite users" (step 2)

Dateen Benutzer/innen einladen £ Benutzerfinnen einladen
2 Meine Bibliotheken

< Fir mich freigegeben

:_ Fir alle freigegeben

2% Fir meine Gruppen
Sie haben niemanden eingeladen.

Werkzeuge

Y Favoriten

D Axtivitaten 1

'on mir freigegeben

Figure 20Invite users

In the following dialog you enter the e-mail address(es) of the external contributors and close the
dialog with "Save":

Benutzer/innen einladen

E-Mail-Adresse

max.mustermann@musterfirma.at

Speichern

lllustration 21Invite Users - Dialog

Now an invitation will be sent out which allows an automatic registration of a BOKUdrive account.
You can check the status of your invitations at any time under "Invite users" or withdraw them by
selecting the entry and deleting it by selecting the trashcan icon.

After the invitation has been accepted, releases etc. can be given.
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